
GuardianEdge solutions and RSA SecurID®
Authenticators combine to protect data
with strong two-factor identification

The Leader in Endpoint Data Protection

Partner Solution Brief

When organizations require stronger authentication than passwords alone
can provide to protect data stored on laptops, desktops, USB thumb drives
and other removable storage media, they need a solution that combines
endpoint data protection via encryption with strong two-factor authentication.
GuardianEdge Hard Disk Encryption, Removable Storage Encryption and
Advanced Authentication support RSA SecurID Authenticators for two-factor
authentication, allowing organizations to know that access to data is only
possible when users authenticate using both a password and a physical token.

Product: RSA Authenticators

Solution: Strong Two-Factor Authentication



Organizations increasingly need to enable access to information
from mobile devices, remotely connected users and internal systems.
This requires solutions that both protect the data on these devices,
and ensure that only authorized users have access to that data.
RSA, the Security Division of EMC, and GuardianEdge combined
deliver a stronger solution.

Together, GuardianEdge solutions and RSA SecurID Authenticators:
• Protect organizations from the risks of data breaches for data

that is at rest or portable on laptops, desktops, removable media
and smartphones with encryption

• Safeguard access to systems and portable information with
two-factor authentication—requiring users to know something
(a password) and to have something (an RSA SecurID Authentic-
ator) before access to data is allowed.

RSA is the gold standard in identity assurance, with solutions
recognized worldwide for bringing trust to millions of user identities,
the transactions that they perform, and the data that they generate.
RSA SecurID Authenticators work with GuardianEdge Advanced
Authentication to provide strong two-factor authentication before
access to encrypted data is allowed.
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RSA SecurID
Authenticators:
• The world's most popular and secure enterprise authentication solutions

• Secures internal and remote network access

• Offers easy-to-use, "zero footprint" options

• Available in multiple form factors

GuardianEdge
The leader in endpoint data protection
• Encryption of data on hard disks, removable media/storage devices

and smartphones

• Wireless and physical port, device and file-type controls for PCs

and smartphones

• Enterprise-class, scalable, policy-based management, auditing and

reporting closely integrated with Microsoft® Active Directory®

Removeable Storage Encryption

Compliance Auditing

Hard Disk Encryption

Advanced Authentication
– Multifactor Authentication
– Pre-boot smart card/CAC card support
– X509 cards, readers and tokens

Policies


